Megabyte / Second

25

libgcrypt Ciphers:

Speed by Data Length

20

15 -

10

10

100

Gentoo Rijndael ———
Gentoo Serpent ———
Gentoo Twofish ———i
Gentoo Blowfish ——
Gentoo CAST5
Gentoo 3DES +———
Debian-Etch Rijndael + — —
Debian-Etch Serpent + — —
Debian-Etch Twofish + — —
Debian-Etch Blowfish ~ — —
Debian-Etch CAST5 +~ — —~
Debian-Etch 3DES + — —

1000 10000

Data Length in Bytes

Debian-Lenny Serpent :
Debian-Lenny Twofis|
Debian-Lenny Blowfish : i
Debian-Lenny CAST5 -

Ubuntu-Gutsy Rijndael +—-—+
Ubuntu-Gutsy Serpent +—-—+
Ubuntu-Gutsy Twofish +—-—
Ubuntu-Gutsy Blowfish +—-—+
Ubuntu-Gutsy CAST5 1

Ubuntu-Gutsy 3DES +—-—1

100000

Ubuntu-Hardy Rijndael
Ubuntu-Hardy Serpent
Ubuntu-Hardy Twofish
Ubuntu-Hardy Blowfish
Ubuntu-Hardy CAST5

Ubuntu-Hardy 3DES

Fedora 8 Rijndael :
Fedora 8 Serpent :
Fedora 8 Twofish :
Fedora 8 Blowfish :
Fedora 8 CAST5

Fedora 8 3DES

1000000




Megabyte / Second

45

libmerypt Ciphers: Speed by Data Length

Gentoo Rijndael
Gentoo Serpent
Gentoo Twofish
Gentoo CAST6
Gentoo Blowfish
Gentoo GOST
Gentoo CAST5
Gentoo 3DES
Debian-Etch Rijndael
Debian-Etch Serpent
Debian-Etch Twofish
Debian-Etch CAST6
Debian-Etch Blowfish
Debian-Etch GOST
Debian-Etch CAST5
Debian-Etch 3DES

— Debian-Lenny Serpent :
— Debian-Lenny Twofish :

1000 10000

Debian-Lenny CAST6

— Ubuntu-Gutsy Rijndael +—-—+
— Ubuntu-Gutsy Serpent +—-—+
— Ubuntu-Gutsy Twofish +—-—+

Ubuntu-Gutsy CAST6

—~ Ubuntu-Gutsy Blowfish +-—
= Ubuntu-Gutsy GOST +—-—+

Ubuntu-Gutsy CAST5

— Ubuntu-Gutsy 3DES +—-— 4

100000

Ubuntu-Hardy Rijndael
Ubuntu-Hardy Serpent
Ubuntu-Hardy Twofish
Ubuntu-Hardy CAST6
Ubuntu-Hardy Blowfish
Ubuntu-Hardy GOST
Ubuntu-Hardy CAST5
Ubuntu-Hardy 3DES

Fedora 8 Rijndael :
Fedora 8 Serpent :
Fedora 8 Twofish :

Fedora 8 CAST6

Fedora 8 Blowfish :
Fedora 8 GOST :

Fedora 8 CAST5

Fedora 8 3DES

TTT

TT

1000000



Botan Ciphers: Speed by Data Length

Megabyte / Second

100 1000 10000
Data Length in Bytes

100000 1000000

Gentoo Rijndael ———
Gentoo Serpent ———
Gentoo Twofish ———i
Gentoo CAST6
Gentoo GOST ——
Gentoo XTEA

Debian-Lenny Rijndael :
Debian-Lenny Serpent
Debian-Lenny Twofish :
Debian-Lenny CAST6
Debian-Lenny GOST :------- ]
Debian-Lenny xTEA

Ubuntu-Hardy Rijndael + -
Ubuntu-Hardy Serpent - -
Ubuntu-Hardy Twofish + -
Ubuntu-Hardy CAST6
Ubuntu-Hardy GOST + -
Ubuntu-Hardy xTEA

Gentoo Blowfish ———  Debian-Lenny Blowfish :------- ¢ Ubuntu-Hardy Blowfish + -
Gentoo CAST5 Debian-Lenny CAST5 Ubuntu-Hardy CAST5
Gentoo 3DES +—— Debian-Lenny 3DES : Ubuntu-Hardy 3DES * -
Debian-Etch Rijndael + — — Ubuntu-Gutsy Rijndael Fedora 8 Rijndael :
Debian-Etch Serpent + — - Ubuntu-Gutsy Serpent Fedora 8 Serpent :
Debian-Etch Twofish ~ — — Ubuntu-Gutsy Twofish Fedora 8 Twofish :
Debian-Etch CAST6 Ubuntu-Gutsy CAST6 Fedora 8 CAST6
Debian-Etch GOST + — + Ubuntu-Gutsy GOST Fedora 8 GOST
Debian-Etch XTEA Ubuntu-Gutsy XTEA Fedora 8 XTEA
Debian-Etch Blowfish ~ — — Ubuntu-Gutsy Blowfish Fedora 8 Blowfish :
Debian-Etch CAST5 Ubuntu-Gutsy CAST5 Fedora 8 CAST5
Debian-Etch 3DES + — — Ubuntu-Gutsy 3DES +—-— 4 Fedora 8 3DES :




Megabyte / Second

50

Crypto++ Ciphers: Speed by Data Length

45 |-

40 -

35

10

Gentoo Rijndael
Gentoo Serpent
Gentoo Twofish
Gentoo CAST6
Gentoo GOST
Gentoo XTEA
Gentoo Blowfish
Gentoo CAST5
Gentoo 3DES
Debian-Etch Rijndael
Debian-Etch Serpent
Debian-Etch Twofish
Debian-Etch CAST6
Debian-Etch GOST
Debian-Etch xTEA
Debian-Etch Blowfish
Debian-Etch CAST5
Debian-Etch 3DES

—

—

—

100000 1000000

Data Length in Bytes

Debian-Lenny Rijndael :

Ubuntu-Hardy Rijndael + - - -1
Debian-Lenny Serpent Ubuntu-Hardy Serpent ~ - - -1
Debian-Lenny Twofish : - Ubuntu-Hardy Twofish - - -1
Debian-Lenny CAST6 Ubuntu-Hardy CAST6

Debian-Lenny GOST :------- ] Ubuntu-Hardy GOST * - - -1
Debian-Lenny xTEA Ubuntu-Hardy xTEA
Debian-Lenny Blowfish :------- ¢ Ubuntu-Hardy Blowfish + - - -1
Debian-Lenny CAST5 Ubuntu-Hardy CAST5
Debian-Lenny 3DES :------- : Ubuntu-Hardy 3DES *~ - - -1
Ubuntu-Gutsy Rijndael +—-—+ Fedora 8 Rijndael : — - —
Ubuntu-Gutsy Serpent +—-— Fedora 8 Serpent i — - —
Ubuntu-Gutsy Twofish +—-—+ Fedora 8 Twofish : — - —
Ubuntu-Gutsy CAST6 Fedora 8 CAST6
Ubuntu-Gutsy GOST +—-—1 Fedora 8 GOST i —--—
Ubuntu-Gutsy XTEA Fedora 8 XTEA
Ubuntu-Gutsy Blowfish +— - — Fedora 8 Blowfish : —--—
Ubuntu-Gutsy CAST5 Fedora 8 CAST5

Ubuntu-Gutsy 3DES +—-— 4 Fedora 8 3DES i —--—



Megabyte / Second

50

OpenSSL Ciphers: Speed by Data Length

40 |

35 -

25

20

10 -

10 100

Gentoo Rijndael
Gentoo Blowfish
Gentoo CASTS
Gentoo 3DES
Debian-Etch Rijndael
Debian-Etch Blowfish
Debian-Etch CAST5
Debian-Etch 3DES

—
—

—

-

]

]

1000 10000
Data Length in Bytes

Ubuntu-Gutsy Rijndael +—-—

Ubuntu-Gutsy Blowfish +—-—+
Ubuntu-Gutsy CAST5

Ubuntu-Gutsy 3DES +—-— 4

1
100000 1000000

Ubuntu-Hardy Rijndael + - - -1
Ubuntu-Hardy Blowfish + - - -1
Ubuntu-Hardy CAST5
Ubuntu-Hardy 3DES + - - -1
Fedora 8 Rijndael i — - —
Fedora 8 Blowfish : —--—
Fedora 8 CAST5
Fedora 8 3DES i —--—



Megabyte / Second

45

Nettle Ciphers: Speed by Data Length

35 -

30

25

20

10 -

10

Gentoo Rijndael
Gentoo Serpent
Gentoo Twofish
Gentoo Blowfish
Gentoo CAST5
Gentoo 3DES
Debian-Etch Rijndael
Debian-Etch Serpent
Debian-Etch Twofish
Debian-Etch Blowfish
Debian-Etch CAST5
Debian-Etch 3DES

TTTT

T

1111

Debian-Lenny Serpent :
Debian-Lenny Twofis|

Debian-Lenny Blowfish :
Debian-Lenny CAST5

Ubuntu-Gutsy Rijndael +—-—+
Ubuntu-Gutsy Serpent +—-—+
Ubuntu-Gutsy Twofish +—-—
Ubuntu-Gutsy Blowfish +—-—+
Ubuntu-Gutsy CAST5
Ubuntu-Gutsy 3DES +—-— 4

100000

Ubuntu-Hardy Rijndael
Ubuntu-Hardy Serpent
Ubuntu-Hardy Twofish
Ubuntu-Hardy Blowfish
Ubuntu-Hardy CAST5

Ubuntu-Hardy 3DES

Fedora 8 Rijndael : —
Fedora 8 Serpent :
Fedora 8 Twofish :
Fedora 8 Blowfish :

Fedora 8 CAST5

Fedora 8 3DES

1000000



Megabyte / Second

60

50

40

30

20

10

Tomcrypt Ciphers: Speed by Data Length

10

Gentoo Rijndael ———
Gentoo Twofish ———
Gentoo Safer+ ———
Gentoo Noekeon +———i
Gentoo Skipjack ———
Gentoo Anubis +———
Gentoo XTEA
Gentoo Blowfish ———
Gentoo CASTS
Gentoo 3DES ———
Debian-Etch Rijndael + —
Debian-Etch Twofish
Debian-Etch Safer+
Debian-Etch Noekeon + —
Debian-Etch Skipjack +
Debian-Etch Anubis +
Debian-Etch xTEA
Debian-Etch Blowfish +~ —
Debian-Etch CAST5
Debian-Etch 3DES + — —

1L 11111

1

1000 10000

Data Length in Bytes

Debian-Lenny Rijndael :
Debian-Lenny Twofish :
Debian-Lenny Safer
Debian-Lenny Noekeon :
Debian-Lenny Skipjack -

Ubuntu-Gutsy Rijndael +—-—
Ubuntu-Gutsy Twofish +—-—1
Ubuntu-Gutsy Safer+ - —1
Ubuntu-Gutsy Noekeon +—-—+
Ubuntu-Gutsy Skipjack +—-—+
Ubuntu-Gutsy Anubis +—-—+
Ubuntu-Gutsy XTEA
Ubuntu-Gutsy Blowfish +— - —
Ubuntu-Gutsy CAST5
Ubuntu-Gutsy 3DES +—-— 4

Ubuntu-Hardy Rijndael
Ubuntu-Hardy Twofish
Ubuntu-Hardy Safer+
Ubuntu-Hardy Noekeon
Ubuntu-Hardy Skipjack
Ubuntu-Hardy Anubis
Ubuntu-Hardy XTEA
Ubuntu-Hardy Blowfish
Ubuntu-Hardy CAST5
Ubuntu-Hardy 3DES

Fedora 8 Rijndael :
Fedora 8 Twofish :
Fedora 8 Safer+ :
Fedora 8 Noekeon :
Fedora 8 Skipjack :
Fedora 8 Anubis :

Fedora 8 XTEA

Fedora 8 Blowfish :

Fedora 8 CAST5

Fedora 8 3DES

T

TTTTTT




Megabyte / Second

60

50

40

30

20

10

Beecrypt Ciphers:

: Speed by Data Length

10

Gentoo Rijndael ———
Gentoo Blowfish ——
Debian-Etch Rijndael + — —
Debian-Etch Blowfish — — —

1000 10000
Data Length in Bytes

Debian-Lenny Rijndael
Debian-Lenny Blowfish :
Ubuntu-Gutsy Rijndael +—-—+
Ubuntu-Gutsy Blowfish +—-—+

100000 1000000

Ubuntu-Hardy Rijndael + - - -1
Ubuntu-Hardy Blowfish + - - -1
Fedora 8 Rijndael i — - —
Fedora 8 Blowfish i —--—



Megabyte / Second

45

40

35

30

25

20

15

10

Rijndael AES: Speed by Data Length

Gentoo libgcrypt
Gentoo libmerypt
Gentoo Botan

Gentoo Crypto++
Gentoo OpenSSL
Gentoo Nettle

Gentoo Beecrypt
Gentoo Tomcerypt
Gentoo Custom
Debian-Etch libgcrypt
Debian-Etch libmcrypt
Debian-Etch Botan
Debian-Etch Crypto++
Debian-Etch OpenSSL
Debian-Etch Nettle
Debian-Etch Beecrypt
Debian-Etch Tomcrypt
Debian-Etch Custom

—
—

TTTT
|
1111

Data Length in Bytes

Debian-Lenny libgcrypt :-

Debian-Lenny libmcrypt
Debian-Lenny Botan

Debian-Lenny Crypto++ :

Debian-Lenny OpenSSL
Debian-Lenny Beecrypt

Debian-Lenny Custom
Ubuntu-Gutsy libgecrypt
Ubuntu-Gutsy libmcrypt
Ubuntu-Gutsy Botan
Ubuntu-Gutsy Crypto++
Ubuntu-Gutsy OpenSSL
Ubuntu-Gutsy Nettle
Ubuntu-Gutsy Beecrypt
Ubuntu-Gutsy Tomcrypt
Ubuntu-Gutsy Custom

Debian-Lenny Tomcrypt :

Debian-Lenny Nettle :

100000

Ubuntu-Hardy libgcrypt
Ubuntu-Hardy libmcrypt
Ubuntu-Hardy Botan
Ubuntu-Hardy Crypto++
Ubuntu-Hardy OpenSSL
Ubuntu-Hardy Nettle
Ubuntu-Hardy Beecrypt
Ubuntu-Hardy Tomcrypt
Ubuntu-Hardy Custom

Fedora 8 libgcrypt :
Fedora 8 libmcrypt :

Fedora 8 Botan :
Fedora 8 Crypto++ :

Fedora 8 OpenSSL

Fedora 8 Nettle :

Fedora 8 Beecrypt

Fedora 8 Tomcrypt :

Fedora 8 Custom

TTTT

T

[

1000000



Megabyte / Second

35

30

25

20

15

10

Serpent: Speed by Data Length

10

Gentoo libgcrypt
Gentoo libmcrypt
Gentoo Botan

Gentoo Crypto++
Gentoo Nettle

Gentoo Gladman
Gentoo MyBotan
Debian-Etch libgcrypt
Debian-Etch libmcrypt
Debian-Etch Botan
Debian-Etch Crypto++
Debian-Etch Nettle
Debian-Etch Gladman
Debian-Etch MyBotan

—
—
—

TTTT
|
L1l 11

Debian-Lenny libgcrypt
Debian-Lenny libmcrypt
Debian-Lenny Botan
Debian-Lenny Crypto++
Debian-Lenny Nettle
Debian-Lenny Gladman
Debian-Lenny MyBotan
Ubuntu-Gutsy libgcrypt
Ubuntu-Gutsy libmcrypt
Ubuntu-Gutsy Botan
Ubuntu-Gutsy Crypto++
Ubuntu-Gutsy Nettle
Ubuntu-Gutsy Gladman
Ubuntu-Gutsy MyBotan

10000
Data Length in Bytes

100000

Ubuntu-Hardy libgcrypt
Ubuntu-Hardy libmcrypt
Ubuntu-Hardy Botan
Ubuntu-Hardy Crypto++
Ubuntu-Hardy Nettle
Ubuntu-Hardy Gladman
Ubuntu-Hardy MyBotan

Fedora 8 libgcrypt :
Fedora 8 libmcrypt :

Fedora 8 Botan
Fedora 8 Crypto++ ;

Fedora 8 Nettle

Fedora 8 Gladman :

Fedora 8 MyBotan

- -

[

[

[

[

1000000




Megabyte / Second

50

Twofish: Speed by Data Length

45 -

30

25

20

15 -

10 -

_-F--r-"F--F--I

10 100

Gentoo libgcrypt
Gentoo libmerypt
Gentoo Botan

Gentoo Crypto++
Gentoo Nettle

Gentoo Tomcrypt
Debian-Etch libgcrypt
Debian-Etch libmcrypt
Debian-Etch Botan
Debian-Etch Crypto++
Debian-Etch Nettle
Debian-Etch Tomcrypt

10000
Data Length in Bytes

Debian-Lenny libgcrypt :
Debian-Lenny libmcrypt
Debian-Lenny Botan
Debian-Lenny Crypto++ :--
Debian-Lenny Nettle
Debian-Lenny Tomcrypt :--
Ubuntu-Gutsy libgcrypt
Ubuntu-Gutsy libmcrypt
Ubuntu-Gutsy Botan
Ubuntu-Gutsy Crypto++
Ubuntu-Gutsy Nettle
Ubuntu-Gutsy Tomcrypt

—
—-
—-
—-
—

—-

100000

Ubuntu-Hardy libgcrypt
Ubuntu-Hardy libmcrypt
Ubuntu-Hardy Botan
Ubuntu-Hardy Crypto++
Ubuntu-Hardy Nettle
Ubuntu-Hardy Tomcrypt

Fedora 8 libgcrypt :
Fedora 8 libmcrypt : —
Fedora 8 Botan
Fedora 8 Crypto++ :
Fedora 8 Nettle -
Fedora 8 Tomcrypt :

TTTTTT

1000000



Megabyte / Second

60

50

40

30

20

10

Blowfish: Speed by Data Length

10

Gentoo libgcrypt
Gentoo libmcerypt
Gentoo Botan

Gentoo Crypto++
Gentoo OpenSSL
Gentoo Nettle

Gentoo Beecrypt
Gentoo Tomcrypt
Debian-Etch libgcrypt
Debian-Etch libmcrypt
Debian-Etch Botan
Debian-Etch Crypto++
Debian-Etch OpenSSL
Debian-Etch Nettle
Debian-Etch Beecrypt
Debian-Etch Tomcrypt

—
—

TTTT
|
L1 11

10000

Data Length in Bytes

Debian-Lenny libmcrypt
Debian-Lenny Botan

Debian-Lenny Crypto++ :-

Debian-Lenny OpenSSL
Debian-Lenny Beecrypt

Ubuntu-Gutsy libgcrypt
Ubuntu-Gutsy libmcrypt
Ubuntu-Gutsy Botan
Ubuntu-Gutsy Crypto++
Ubuntu-Gutsy OpenSSL
Ubuntu-Gutsy Nettle
Ubuntu-Gutsy Beecrypt
Ubuntu-Gutsy Tomcrypt

Debian-Lenny Tomcrypt :

Debian-Lenny Nettle :

100000

Ubuntu-Hardy libgcrypt
Ubuntu-Hardy libmcrypt
Ubuntu-Hardy Botan
Ubuntu-Hardy Crypto++
Ubuntu-Hardy OpenSSL
Ubuntu-Hardy Nettle
Ubuntu-Hardy Beecrypt
Ubuntu-Hardy Tomcrypt

Fedora 8 libgcrypt :
Fedora 8 libmcrypt :

Fedora 8 Botan :
Fedora 8 Crypto++ ;

Fedora 8 OpenSSL

Fedora 8 Nettle :

Fedora 8 Beecrypt

Fedora 8 Tomcrypt :

T

TTTT

1000000



Megabyte / Second

45

40

35

30

25

20

15

10

CASTS5: Speed by Data Length

10

Gentoo libgcrypt
Gentoo libmcrypt
Gentoo Botan

Gentoo Crypto++
Gentoo OpenSSL
Gentoo Nettle

Gentoo Tomcrypt
Debian-Etch libgcrypt
Debian-Etch libmcrypt
Debian-Etch Botan
Debian-Etch Crypto++
Debian-Etch OpenSSL
Debian-Etch Nettle
Debian-Etch Tomcrypt

—

—A
—

TTTTTT
|
1L L 111

Debian-Lenny libgcrypt :-

Debian-Lenny libmcrypt
Debian-Lenny Botan

Debian-Lenny Crypto++ :-

Debian-Lenny OpenSSL

Debian-Lenny Tomcrypt
Ubuntu-Gutsy libgcrypt
Ubuntu-Gutsy libmcrypt
Ubuntu-Gutsy Botan
Ubuntu-Gutsy Crypto++
Ubuntu-Gutsy OpenSSL
Ubuntu-Gutsy Nettle
Ubuntu-Gutsy Tomcrypt

10000
Data Length in Bytes

Debian-Lenny Nettle :

100000

Ubuntu-Hardy libgcrypt
Ubuntu-Hardy libmcrypt
Ubuntu-Hardy Botan
Ubuntu-Hardy Crypto++
Ubuntu-Hardy OpenSSL
Ubuntu-Hardy Nettle
Ubuntu-Hardy Tomcrypt

Fedora 8 libgcrypt : —
Fedora 8 libmcrypt :
Fedora 8 Botan
Fedora 8 Crypto++ ;
Fedora 8 OpenSSL
Fedora 8 Nettle :

Fedora 8 Tomcrypt

TTTTTT

1000000



Megabyte / Second

12

10

Triple DES: Speed by Data Length

Gentoo libgcrypt
Gentoo libmcrypt
Gentoo Botan

Gentoo Crypto++
Gentoo OpenSSL
Gentoo Nettle

Gentoo Tomcrypt
Debian-Etch libgcrypt
Debian-Etch libmcrypt
Debian-Etch Botan
Debian-Etch Crypto++
Debian-Etch OpenSSL
Debian-Etch Nettle
Debian-Etch Tomcrypt

—

—A
—

TTTT
|
L1l 11

Debian-Lenny libgcrypt
Debian-Lenny libmcrypt
Debian-Lenny Botan
Debian-Lenny Crypto++
Debian-Lenny OpenSSL

Debian-Lenny Nettle :

Debian-Lenny Tomcrypt
Ubuntu-Gutsy libgcrypt
Ubuntu-Gutsy libmcrypt
Ubuntu-Gutsy Botan
Ubuntu-Gutsy Crypto++
Ubuntu-Gutsy OpenSSL
Ubuntu-Gutsy Nettle
Ubuntu-Gutsy Tomcrypt

10000
Data Length in Bytes

—-—
—-—
—-—
—-—

—-—1

100000

Ubuntu-Hardy libgcrypt
Ubuntu-Hardy libmcrypt
Ubuntu-Hardy Botan
Ubuntu-Hardy Crypto++
Ubuntu-Hardy OpenSSL
Ubuntu-Hardy Nettle
Ubuntu-Hardy Tomcrypt

Fedora 8 libgcrypt :

T

Fedora 8 libmcrypt :
Fedora 8 Botan
Fedora 8 Crypto++ ;

Fedora 8 OpenSSL

Fedora 8 Nettle :

Fedora 8 Tomcrypt

TTTT

1000000
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